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SECRET 

PAGE 01 BONN 04428 01 OF 02 101739Z 
ACTION SY-05 

INFO OCT-01 ISO-OO OC-06 SYE-00 /012W 

058861 101759Z/50 

R 101729Z MAR 78 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC 6649 
AMEMBASSY ADDIS ABABA 
AMEMBASSY LAGOS 
AMEMBASSY LISBON 
AMEMBASSY MADRID 
AMEMBASSY MOSCOW 
AMEMBASSY PARIS 
AMEMBASSY SOFIA 
USMISSION GENEVA 
AMCONSUL FRANKFURT 
AMCONSUL HAMBURG 

SECRET SECTION 01 OF 02 BONN 04428 


Message Text 


E. O. 11652: GDS 
TAGS: ASEC 

SUBJECT: POSSIBLY MISROUTED CLASSIFIED DOCUMENT 


1 . EMBASSY IS SEARCHING FOR A SECRET NOFORN DOCUMENT 
WHICH WAS APPARENTLY INADVERTENTLY INTRODUCED INTO THE 
EMBASSY'S INTERNAL UNCLASSIFIED MAIL DISTRIBUTION. 
REPEATED SEARCHES IN RELEVANT AREAS OF THE EMBASSY BUILD- 
ING HAVE BEEN NEGATIVE. POSSIBILITY EXISTS THAT THE 
DOCUMENT MAY HAVE BEEN MISTAKENLY PUT INTO ONE OF THE 
UNCLASSIFIED POUCHES WHICH LEFT THE EMBASSY IN THE PAST 
WEEK. 


2. DOCUMENT IS A 60-PAGE WHITE BOOKLET SIX INCHES BY 
NINE INCHES. IT WAS PUT INTO A BROWN MANILA ENVELOPE 
EITHER 8 1/2 INCHES BY 1 1 1/2 INCHES OR 6 1/2 INCHES BY 

9 1/2 INCHES. THE BACK FLAP WAS TAPED. NOT SEALED/ TWO 
SECRET 
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LINES ARE WRITTEN ON THE FRONT IN LONGHAND WITH A BLUE 
OR BLACK FELT TIP PEN. FIRST LINE IS: FRANCES. THE 
SECOND LINE IS: AMERICAN EMBASSY SECURITY, OR STATE 
EMBASSY SECURITY, OR STATE EMBASSY COMMO, OR EMBASSY 
SECURITY OFFICE. 

3. AN UNCLASSIFIED POUCH WAS DISPATCHED FROM BONN TO 
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ADDRESSEES IN THE LAST WEEK TO TEN DAYS. ADDRESSEES ARE 
REQUESTED TO LOOK FOR THIS ENVELOPE AMONG THE CONTENTS 
OF THESE POUCHES. IF THE ENVELOPE IS FOUND UNOPENED, 
PLEASE LEAVE IT UNOPENED AND ADVISE RSO BONN. IF THE 
ENVELOPE HAS BEEN OPENED, THE BOOKLET WILL HAVE A BLUE 
LOGO IN THE UPPER LEFT HAND CORNER AND THE TITLE 
"PROCEDURAL GUIDES 1-2-3." NEGATIVE REPLIES ARE 
REQUESTED. 

4. FOR ADDIS ABABA: POUCH K-5 149 WAS DISPATCHED ON 
MARCH 3. 

5. FOR FRANKFURT: FOLLOWING POUCHES WERE DISPATCHED: 
POUCH KR-725— MARCH 1 

POUCH KR-724— MARCH 2 
POUCH BR-4130— MARCH 6 
POUCH K3-975— MARCH 7 
POUCH KR-2 107-MARCH 9 
POUCH K1 -6446-MARCH 10 

5. FOR GENEVA: POUCH T-1215 WAS DISPATCHED MARCH 9. 

6. FOR HAMBURG: POUCH B-2780 WAS DISPATCHED MARCH 6. 

7. FOR LAGOS: POUCH B-10832 WAS DISPATCHED MARCH 9. 
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8. FOR LISBON: POUCH K3-3560 WAS DISPATCHED MARCH 2. 


SECRET 


NNN 
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ACTION SY-05 

INFO OCT-01 ISO-OO OC-06 SYE-00 /012W 

058837 101800Z/50 

R 101729Z MAR 78 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC 6650 
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AMEMBASSY ADDIS ABABA 
AMEMBASSY LAGOS 
AMEMBASSY LISBON 
AMEMBASSY MADRID 
AMEMBASSY MOSCOW 
AMEMBASSY PARIS 
AMEMBASSY SOFIA 
USMISSION GENEVA 
AMCONSUL FRANKFURT 
AMCONSUL HAMBURG 

SECRET SECTION 02 OF 02 BONN 04428 


9. FOR MADRID: POUCH B-6281 WAS DISPATCHED MARCH 7. 

10. FOR MOSCOW: POUCH B3-4300 WAS DISPATCHED MARCH 7. 

11. FOR PARIS: POUCH KR-4836 WAS DISPATCHED MARCH 10. 
POUCH KR-1394 WAS DISPATCHED MARCH 2. 

12. SOFIA: POUCH BR 7108 WAS DISPATCHED MARCH 3. 

13. FOR WASHINGTON: FOLLOWING POUCHES WERE DISPATCHED: 
POUCH X3-8637-MARCH 10 

POUCH T-639-MARCH 10 
POUCH X6-2608-MARCH 2 
POUCH X6-4827-MARCH 3 
SECRET 
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POUCH X6-2705-MARCH 10 
POUCH X5-2672-MARCH 10 
POUCH OR-677— MARCH 9 
POUCH X2- 18397-MARCH 9 
POUCH X2- 10068-MARCH 9 
POUCH K4-739-MARCH 7 
POUCH X2-2555-MARCH 9 
POUCH OR-6 13-MARCH 9 
POUCH B-3074— MARCH 1 
POUCH B3-3928-MARCH 2 
POUCH BR-3300-MARCH 3 
MEEHAN 


SECRET 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


NNN 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 jan 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 10 mar 1978 

Decaption Date: 01 jan 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978BONN04428 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D7801 08-0667 
Format: TEL 
From: BONN 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t19780384/aaaacthc.tel 

Line Count: 164 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 39b7acc9-c288-dd1 1-92da-001cc4696bcc 

Office: ACTION SY 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 3 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 27 apr 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3378592 
Secure: OPEN 
Status: NATIVE 

Subject: POSSIBLY MISROUTED CLASSIFIED DOCUMENT 
TAGS: ASEC 

To: STATE ADDIS ABABA 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/39b7acc9-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 
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